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Method for transferring a software module from a sender to a 
receiver in a computer system or network 

The invention relates to a method for transferring a 
software module from a sender to a receiver in a computer sys- 
tem or network, wherein the software module comprises at least 
one object and at least one class, the object being an instance 
5 of the class (es). 

In object-oriented software technology it is known to 
build a software module as a combination of so-called objects 
and classes, wherein the or each object that belongs to a 
class, is called an instance of the class. The objects gener- 
ic ally contain only particular values for the variables specific 
to a predetermined software module, wherein the variables and 
methods to be carried out by the software module are defined in 
the class or classes. 

With increasing use of computer systems and networks, 
15 such as the Internet, there is an increasing transfer of soft- 
ware modules of the object-oriented type between processes exe- 
cuted within one computer system of between computers of a com- 
puter network. This increasing transferring of software modules 
results in an increase of data traffic within the computer sys- 
20 tem of computer network, 

A first object of the present invention is to provide 
a method of the above-mentioned type, wherein the data traffic 
within a computer system or computer network during transfer- 
ring a software module is reduced. 
25 It is a further object of the invention to provide a 

method of this type, wherein a software module can be trans- 
ferred in a secure manner. 

According to the invention a method of the above- 
mentioned type is provided, wherein each class or group of 
30 classes is provided with a class identifier, wherein both the 
sender and receiver comprises a database of classes and groups 
of classes with corresponding class identifiers, wherein the 



wo 01/27757 



PCT/NLOO/00720 



sender transmits the class identifier of a software module to 
be transferred to the receiver and the receiver checks its da- 
tabase for presence of the received class identifier, wherein 
the receiver transmits a message "present" or "absent" to the 
5 sender and wherein the sender transfers only the object of the 
software module or both the object and the class or group of 
classes depending on the presence or absence of the class or 
group of classes at the receiver. 

In this manner a method is obtained, wherein data 

10 traffic during transferring software modules is significantly 
reduced as the classes or groups of classes need not to be 
transferred in all transfers of software modules. 

According to a favourable embodiment of the invention, 
the sender provides a class identifier by combining a given 

15 name of each class or group of classes of a software module and 
the result of a cryptographic hash function, wherein said re- 
sult is obtained by executing a cryptographic hash function on 
the data file of the class or group of classes. In this manner 
a secure identifier is obtained, wherein errors due to identi- 

20 cal identifiers for different classes or groups of classes are 
excluded. 

According to a preferred embodiment, the receiver 
checks a class or group of classes received from a sender by 
comparing the result of the hash function of the received class 
25 identifier with the result obtained by carrying out the same 
cryptographic hash function on the data file of the class or 
group of classes received. 

In this manner security in transferring software mod- 
ules is guaranteed as receivers will refuse to use classes 
30 where the hash function result of the identifier does not match 
with the hash function result obtained by the receiver from the 
data file of the class or the group of classes received. 

The invention will be further explained by reference 
to the drawings in which an embodiment of the method of the in- 
35 vention is schematically shown. 

Fig. 1 shows in a schematic way a computer network in 
which a method of the invention is implemented. 

Figs. 2 and 3 show flow diagrams of the operation of a 
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1. Method for transferring a software module from a 
sender to a receiver in a computer system or network, wherein 
the software module comprises at least one object and at least 
one class, the object being an instance of the class (es), 

5 wherein each class or group of classes is provided with a class 
identifier, wherein both the sender and receiver comprises a 
database of classes and groups of classes with corresponding 
class identifiers, wherein the sender transmits the class iden- 
tifier of a software module to be transferred to the receiver 

10 and the receiver checks its database for presence of the re- 
ceived class identifier, wherein the receiver transmits a mes- 
sage "present" or "absent" to the sender and wherein the sender 
transfers only the object of the software module or both the 
object and the class or group of classes depending on the pres- 

15 ence or absence of the class or group of classes at the re- 
ceiver. 

2. Method according to claim 1, wherein the sender 
transmits first all objects and the class identifier to the re- 
ceiver, wherein the sender transmits the class or group of 

20 classes to the receiver if a message "absent" is received. 

3. Method according to claim 1 or 2 , wherein the re- 
ceiver obtains the software module to be transferred by combin- 
ing the object received with the class or group of classes re- 
trieved from its database or received, wherein the receiver 

25 transmits a message "transfer succeeded" or "transfer not suc- 
ceeded" depending on whether or not the receiver succeeds in 
combining the object and class or group of classes. 

4 . Method according to any one of the preceding 
claims, wherein the receiver stores each class and group of 

3 0 classes with the corresponding class identifier received in its 
database for later use. 

5 . Method according to any one of the preceding 
claims, wherein the sender provides a class identifier by com- 
bining a given name of each class or group of classes of a 

35 software module and the result of a cryptographic hash func- 
tion, wherein said result is obtained by executing a crypto- 
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graphic hash function on the data file of the class or group of 
classes . 

6. Method according to claim 5, wherein a sender fur- 
ther combines the length of the data file of the class or group 
of classes with the given name and the result of the hash func- 
tion to provide the class identifier. 

7. Method according to claim 5 or 6, wherein the re- 
ceiver checks a class or group of classes received from a 
sender by comparing the result of the hash function of the re- 
ceived class identifier with the result obtained by carrying 
out the same cryptographic hash function on the data file of 
the class or group of classes received. 

8. Method according to claim 1, wherein the receiver 
transmits a message "transfer succeeded" or "transfer not suc- 
ceeded" depending on the comparison of the result of the hash 
function on the data file received and the result of the hash 
function of the class identifier. 

9 . Method according to any one of the preceding 
claims, wherein senders and receivers are computers in computer 
network, such as the Internet. 

10. Method according to claim 9, wherein the software 
module is a so-called agent for searching, exchanging and/or 
providing information on the network. 
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Method for transferring a software module from a sender to a re- 
ceiver in a computer system or network 

The invention relates to a method for transferring a 
software module from a sender to a receiver In a computer system 
or network, wherein the software module comprises at least one 
object and at least one class, the object being an instance of 
5 the class (es), wherein each class or group of classes is pro- 
vided with a class identifier, wherein both the sender and 
receiver comprises a database of classes and groups of classes 
with corresponding class identifier, wherein the sender trans- 
mits the class identifier of a software module to be transferred 
10 to the receiver and the receiver checks its database for pres- 
ence of the received class identifier, and. wherein the. sender 
transfers only the object of the software module or both the ob- 
ject and class or group of classes depending on the presence or 
absence of the class or group of classes at the receivermethod 
15 for transferring a software module from a sender to a receiver 
in a computer system or network, wherein the software module 
comprises at least one object and at least one class, the object 
being an instance of the class (es) . 

In object-oriented software technology it is known to 
20 build a software module as a combination of so-called objects 

and classes, wherein the or each object that belongs to a class, 
is called an instance of the class. The objects generally con- 
tain only particular values for the variables specific to a 
. predetermined software module, wherein the variables and methods 

2 5 to be carried out by the software module are defined in the 

class or classes. 

With increasing use of computer systems and networks, 
such as the Internet, there is an increasing transfer of soft- 
ware modules of the object-oriented type between processes 

3 0 executed within one computer system or between computers of a 

computer network. This increasing transferring of software mod- 
ules results in an increase of data traffic within the computer 
system or computer network. 
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According to a preferred embodiment, the receiver 
checks a classes or group of classes received from a sender by 
comparing the result of the hash unction of the received class 
identifier with the result obtained by carrying out the same 
5 cryptographic hash function on the data file of the class or 
group of classes received . 

In this manner security in transferring software mod- 
ules is guaranteed as receivers will refuse to use classes where 
the hash function result of the identifier does not match with 
10 the hash function result obtained by the receiver from the data 
file of the class or the group of classes received. 

The invention will be further explained by reference to 
the drawings in which an embodiment of the method of the inven- 
tion is schematically shown. 
15 Fig. 1 shows in a schematic way a computer network in 

which a method of the invention is implemented. 

Figs. 2 and 3 show flow diagrams of the operation of a 
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CLAIMS 

1 . Method for transferring a software module from a 
sender to a receiver in a computer system or network, 
wherein the software module comprises at least one object 
and at least one class, the object being an instance of the 
5 class (es), wherein each class or group of classes is 

provided with a class identifier, wherein both the sender 
and receiver comprises a database of classes and groups of 
classes with corresponding class identifier, wherein the 
sender transmits the class identifier of a software module 
10 to be transferred to the receiver and the receiver checks 

its database for presence of the received class identifier, 
and wherein the sender transfers only the object of the 
software module or both the object and class or group of 
classes depending on the presence or absence of the class or 
15 group of classes at the receiver, characterised in that the 
receiver transmits a message ^^present" or '^absent" to the 
sender, and the sender provides each class or group of 
classes by combining a given name of each class or groiap of 
classes of a software module and the result of a 
20" cryptographic hash function, wherein said result is obtained 
by executing a cryptographic hash function on the data file 
of the class or group of classes. 



transmits first all objects and the class identifier to the 

25 receiver if a message "absent" is received. 

3. Method according to claim 1 or. 2, wherein the 
receiver obtains the software module to be transferred by 
combining the object received with the class or group of 
classes retrieved from its database or received, wherein the 

3 0 receiver transmits a message ''transfer succeeded" or 

''transfer not succeeded" depending on whether or not the 



2. Method according to claim 1, wherein the sender 
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receiver succeeds in combining the object and class or group 
of classes . 

4 . Method according to any one of the preceding 
claims, wherein the receiver stores each class and group of 
classes with the co33fCe spending class identifier received in 
its database for later use. 
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graphic hash function on the data file of the class or group of 

classes. i. /. i . 

any ovie op irh^ pre^cedmacLoLiyyis 

5- e-. Method according to claim - 5v wherein a sender fur- 
ther combines the length of the data file of the class or group 

5 of classes with the given name and the result of the hash func^ 

tion to provide the class identifier, any or\e. Khc p r^ce^cliyi^ claim s 

6- 7-. Method according to claim 5 ^or 6 , wherein the re- 
ceiver checks a class or group of classes received from a 
sender by comparing the result of the hash function of the re- 

10 ceived class identifier with the result obtained by carrying 

out the same cryptographic hash function on the data file of 

the class or group of classes received.^ 

Method according to claim ^, wherein the receiver 

transmits a message "transfer succeeded" or "transfer not suc- 
15 ceeded" depending on the comparison of the result of the hash 

function on the data file received and the result of the hash 

function of the class identifier. 

a Sr, Method according to any one of the preceding 

claims, wherein senders and receivers are computers in computer 
20 network, such as the Internet, ^ 

CJ 

^ -i-d-. Method according to claim wherein the software 
module is a so-called agent for searching, exchanging and/or 
providing information on the network. 
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□ the description, pages: 

□ the claims, Nos.: 

□ the drawings, sheets: 

5. □ This report has been established as if (some of) the amendments had not been made, since they have been 

considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 

6. Additional observations, if necessary: 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 1-9 

No: Claims 

Inventive step (IS) Yes: Claims 1 -9 

No: Claims 

Industrial applicability (lA) Yes: Claims 1-9 

No: Claims 



2. Citations and explanations 
see separate sheet 



VIII. Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 
see separate sheet 
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Re Item V 

Reasoned statement under Rule 66.2(a)(ii) with regard to novelty, inventive step or 
industrial applicability; citations and explanations supporting such statement 

1 . Reference is made to the following documents: 

D1 : IBM. CRYSTALIZ, GENERAL MAGIC, GMD FOCUS: 'Mobile Agent Facility 
Specification' OMG TC DOCUMENT. 2 June 1997 (1997-06-02) 



2. The document D1 is regarded as being the closest prior art to the subject-matter 
of claim 1 , when clarified as spcified in section VIII. and discloses all features of 
the first part of claim 1 (see D1 , whole document and in particular pages 10-13 
and pages 40-41: please note on page 13, the third bullet "Transfer a list of 
names of all possible classes with the agent creation or transfer request", lines 1- 
8). Moreover, D1 discloses in particular that a class name has a name and an 
octet string that ensures that the class name is unique (see D1 , page 40, first 
paragraph) and suggests code signatures (see D1, page 18, lines 17-19) and 
discusses on page 16 checks to detect corruptions of transferred data in order to 
ensure data integrity. 

However, the specific feature that the sender provides the class identifier by 
combining a given name of each class or group of classes of a software module 
and the result of a cryptographic hash function, wherein said result is obtained by 
executing a cryptographic hash function on the data file of the class or group of 
classes has been neither disclosed nor suggested in D1 nor any other document 
cited in the International Search Report. 

Hence, the subject-matter of the clarified claim 1 meets the requirements of Article 
33 PCT in respect of novelty and inventive step. 

3. Dependent claims 2-9 are new and inventive, because this holds for the 
independent claim to which these claims refer. 



4. All claims are industrially applicable. 
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Certain observations on the international application 

1 . Claim 1 is not clear (Article 6 PCT), because the wording of claim 1 is evidently 
not correct: claim 1 specifies in line 17: "the sender provides each class or group". 
However, in light of the description and the originally filed claim 5, it is evident that 
this should read "the sender provides said class identifier for each class or 
group". 
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